Protect Your Brand,
Protect Your Customers
Fraud prevention and content
moderation take center stage.

Trust & Safety
is good business
Change your password often. Keep your virus software up to date. Beware of
so-called princes from Nigeria. These are the costs of doing business online.
Since its inception, the internet has always had its share of bad guys. And as
nearly all companies move to a more digitally enabled world, the thieves, con
artists, and hackers are finding new ways to steal money, information, and
disrupt the world in a bad way.
Having a trustworthy and safe brand is now a differentiator, especially from
companies that operate primarily online. But it’s becoming harder to keep up
as technology advances and information moves quicker every day.
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STATE OF THE INDUSTRY

Trust & Safety is a lightning rod issue
Fraud, fake content, and malicious activity threaten
companies and users around the globe.

Global Fraud Detection & Prevention
Market to Soar to $42.6 Billion by 2023

Germany Approves to Curb Online Hate Speech
and Fake News, Approves 50M EURO FINES

Business Insider, September 2017

CNBC, April 2017

Organized Fraud Attacks
Expected to Accelerate

User Generated Content is
Reshaping Our World

CIO Magazine, January 2017

Google search, January 2018

Facebook to Hire 3,000
Content Moderators

Facebook, Twitter and Google Again
Called to Testify Before Congress

Forbes, May 2017

CNN, October 2017
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STATE OF THE INDUSTRY

Trust & Safety key trends
Along with digital transformation comes the golden age of fraud and
brand/customer vulnerability. Fraud is on the rise as companies move
more of their business online or create wholly digital enterprises.

Most common abuses
Fraudulent
registrations
Money
laundering

2016
2015
2013

2012

What areas of your business
is most affected by fraud?

82%

75%

70%

61%

Percentage of respondents who reported
experiecing fraud in the last 12 months.

Source: Forrester Consulting and Sift Science, Kroll, Javelin Research

70%

Customer experience/
satisfaction

67%

Company reputation

56%

Revenue

49%

Relationship
with regulators

Fake
accounts
Promotion
abuse
Account
takeover
Payment
fraud
Fake or
malicious content
Friendly
fraud
Today

Next 2 years
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STATE OF THE INDUSTRY

Trust & Safety key trends
As a result, consumers and businesses are growing more concerned. Customer satisfaction,
trust, and revenue all hang in the balance as companies confront these growing threats.

90%

$16 billion

15.4 million

of consumers worry
about data security

revenue lost
to fraud

consumer fraud
victims

9 out of 10 consumers say it is
critical to know how secure their
personal information is

$16B of value was lost to fraud
in 2015, up 16% from 2015

15.4M consumer fraud
victims in 2016, eroding trust
in the impacted brand

68%

of companies say they struggle because aging
tools can’t keep up with new fraud patterns.

Source: Verint
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Fight back to protect your
brand and customers
Building trust requires a balance of vigilance with frictionless
customer experiences. Brands can prevent fraud and protect their
customers by leveraging automation combined with humans.
Algorithms and AI, along with human oversight and monitoring,
apply the right resources at the right time to optimize fraud
prevention and content moderation at scale.
Here are just a few examples of how to fight back against those
who would harm your brand and customers.

Fraud Prevention

Use a blend of humans and technology
to quickly detect fraud and protect your
customers against modern fraud threats.

Content Moderation

Review and moderate community
generated content to ensure compliance
with community guidelines.

Safe Harbor

Handle appeals, mediation, and
fraud detection between parties.

Community Watch

Ensure community compliance through
a mix technology and human intervention.

Source: Ipsos
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BEST PRACTICES

Fraud
prevention

Blend humans with technology to quickly detect fraud and protect your customers
against modern fraud threats. As much as possible, be proactive and act swiftly to
enable frictionless experiences.

Executive challenges

Achieve success with

How it’s done

Stop revenue loss

Multichannel analysis

Eliminate credit card chargebacks

Database fine-tuning

Identify trends to spot and
prevent fraudsters

Reduce false positive rate

Risk model improvements

Capture more fraudulent activities

Continuous improvement approach

Keep up with fraudster strategies
and systems

Enhanced knowledge management tools

Be more proactive, less reactive

Investigation expertise
Customized training modules

Investigate and validate
potentially fraudulent
activities
Real-time monitoring and
decision-making to identify
and eliminate fraud
Guard against account
takeovers to reduce
chargebacks
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BEST PRACTICES

Content
moderation

Content moderation is the practice of monitoring and applying a pre-determined set of
rules and guidelines to user-generated submissions like text posts, images, and video
to determine if the communication is permissible or appropriate, according to Taskus.
More recently, the area has extended into determining if content comes from real
people and or if it is generated by bots.

Why content moderation matters

Content moderation areas of focus

How it’s done

Consumers find user-generated content

Site policy compliance: This area uses
humans and automation to monitor and
investigate activity that may infringe on
brand website policies.

Review content for relevance
and site compliance

to be 50% more trustworthy
and 35% more memorable than any
other form of media

25% of search results
for the world’s 20 largest brands are
links to user-generated content

Website content services: This area zeroes
in on keeping up with the content being
generated by users, keeping track of its
validity, appropriateness, and use.

Flag and investigate
inappropriate submissions
Moderate and curate content
within brand guidelines
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KEY ENABLER

Technology and humans
continuously working in harmony
Analyze

Prioritize
Flag, using automated tools,
the transactions and interactions
that present the most risk based
on recency, cost, impact, etc.

Tools

Use automated processes to assess
the most critical data elements
and uncover patterns that signal
fraudulent or offensive behaviors.

Fraud rules
Community management
Content publisher
Client CRM
Internet search

Resolve
Take the necessary action to dispose
of the issue and train the automated
system to identify in the future.

Investigate
Deploy human intervention
to scrutinize anomalies and
define needed action.
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Things to consider

User generated content is
both an opportunity and
a risk for businesses.

Customers’ opinions of
appropriate content is
subjective, based on
language, culture, and
personal sensitivities.

Brands must protect
themselves and their
customers, but effective
fraud prevention and content
moderation is still largely
manual and inefficient.

Insider tip
Combine next-gen technology with old-fashioned human knowledge and
know-how to build trust and keep customers and your business safe.
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3 signs your business is
ready to fight back
1

2

3

You’re in the midst of digital
transformation.

Your business thrives
on trust.

Fraud and trust risks grow in
tandem with more digital tools and
omnichannel-enabled experiences.

Retail, financial services, and travel/
hospitality firms in particular can crash
in an instant if customers don’t trust
the brand. Service-based industries
are more likely to consider trust to be a
competitive differentiator that enables
long-term financial advantage.

The term “fake news” is
mentioned in relation to
your business.
If content is an important part of your
online activity, you may be at risk. That
includes information on your own site,
along with programmatic advertising
or other syndication that may appear
on other publisher websites.
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Get smarter at ttec.com
Keep up with Trust + Safety topics from
TTEC thought leaders and journalists:

Say What?
Give Customers Facts,
Not Confusion

Fraud-Busting in
the Digital Era

TTEC Trust & Safety
resource center

CX Trends
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About TTEC
(NASDAQ: TTEC) is a global customer experience company that designs, builds and
operates captivating omnichannel customer experiences on behalf of the world’s most
innovative brands. The Company provides its outcome-based customer engagement
solutions through TTEC Digital which designs and builds customer experience consulting
and technology solutions and TTEC Engage which operates customer care, growth and
trust and safety services. Founded in 1982, TTEC partners with business leadership across
marketing, sales and customer care to design and deliver a simple, more human customer
experience across every interaction channel. The Company’s 49,500 employees operate
on six continents across the globe and live by a set of customer-focused values that guide
relationships with clients, their customers, and each other. To learn more about how TTEC
is bringing humanity to the customer experience, visit www.ttec.com.
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